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Abstract

This paper addresses the problem of testing an automated fingerprint comparison system.

In this research, a web-based test bed is developed to assist the experiments in Fingerprint Image
Comparison (FIC). The FIC function, which supports the comparison between submitted
fingerprints and candidate fingerprint, is one of the specified functions of the US Federal Bureau
of Investigation (FBI) Integrated Automated Fingerprint Identification System (IAFIS). The FIC
test bed provides an integrated environment to simplify the testing process and collects
information from test results. A 3-tiered architecture is used in the test bed design, which is
composed of test bed client, test bed server and fingerprint image database. These components can
be distributed on the network and run on different platforms. Because the test bed client is
designed as a Java Applet, the FIC experiment can be conducted in a Java-enabled Internet web
browser. In this environment, a powerful computer can be employed remotely to handle the
requests for computation and a web browser can be used to submit requests for performing
specified experiments over the network.

Key word: Internet architectures, Web-based Testing Environments, Client-Server Java
Environments, Fingerprint Image Comparison (FIC), Integrated Automated Fingerprint
Identification System (IAFIS)

1. Introduction .
Fingerprint Image Comparison (FIC ), which
supports the comparison between submitted

There is no visualized presentation for
people to see how each step in the
current FIC system is proceeding.

fingerprints and candidate fingerprint, is one of e Fingerprint image database takes too
the specified functions in the FBI Integrated much space on the workstation doing
Automated Fingerprint Identification FIC experiments.

System(IAFIS). The FIC system has been .
developed by WVU and each component does a
specific part of job in a FIC stage. Current FIC

Looking for fingerprint images from the
NIST database is difficult.
In this research, a 3-tiered web-based test bed is

components are developed by different people
and in different periods of time. Although each
component of the FIC system works well, some
difficulties still make doing test inconvenient and
tedious.
e There is no graphics user interface for
the FIC system.
e FIC system currently does not have a
build-in facility to select fingerprint
image from database directly.

developed to solve these problems to assist the
experiment of FIC.

2. Three-Tiered Web-Based Test Bed
The key characteristic of 3-Tiered client-server
architecture is the separation of a distributed
computing environment into presentation,
functionality, and data components. The
architecture is shown in Fig.1 The 3-tiers are
separated so that the components could be
replaced by a different implementation without
effecting the other tiers.
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Fig.1 3-Tiered Architecture in Test Bed Design

Presentation tier (Test bed client): It's
the user interface; all the operations are
performed from here. This is a place to
submit user’'s testing samples and
trigger the specific experiment on the
test bed server. It is designed as a Java
Applet, so that the FIC experiment can
be conducted in a Java-enabled Internet
web browser.

Functionality tire (Test bed server):
This tier does the real work for the FIC
system. After receiving commands from
clients, it can invoke the FIC engine and
pass the results back to clients. Also, it
is responsible for accessing the
fingerprint database serv.

Data tier (fingerprint image database
server): It consists of the data files on
the NIST CD-ROM and a relational
database system for making query. It
also provides service for database query
and data file downloading. The
attributes of the fingerprint images are
stored in Microsoft Access database,
and the image files themselves are kept

on the CD-ROM. The whole database is
separated from the test bed server so
that less space is needed for the
computer running the test bed server
and the FIC engine. The FIC engine
only works on the fingerprint image
files in the local database, and other
image files can be selected and
downloaded from the database server to
the test bed server's local database
when needed.
Each tier communicates with other tiers using
TCP connection, and commands and data are
passed between tiers. User interacts at
presentation tier; requests are generated based on
the user’'s actions and sent to the functionality
tier. Functionality tier either conducts a FIC task
or forwards request to the data tier. The query
results from database server, or testing results
generated by FIC system on the test bed server,
will be sent back to the client end. The details
about test bed client, test bed server and
fingerprint image database are described in the
following sections.



3. Development of the Test Bed Client

The main task of the test bed client is to provide
a friendly user interface. Commands could be

The FIC system currently provides four
functions, fingerprint image enhancement,
extraction of the region of interests (ROI),

generated as user requests and be sent to the test alignment and neural network for decision-

bed server. The responds could be sent back to
the client after the test bed server finishing

processing the requests sent from user.

making. These are performed by the following
client side functions (see Fig.2):
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Fig. 2 Test Bed Client Design

to browse
image files on the

e AppViewer is used
fingerprint
workstation.

e AppEnhanceis used to enhance
image quality.

e AppROI is used to extract the
regions of interests.

e AppAlignment is designed for
performing alignment experiment.

e AppNNT is the interface designed
for decision-making stage.

e AppDB provides a user interface
for accessing fingerprint image
database server.

Each client component has its own interface and
can communicate with the server. To implement
these client side functions, Java socket is used to
perform network communication, threads are
used for receiving multiple requests and
dispatching requests to the right module. To
make the communication between client and test
bed server simplified, a set of formatted
command is involved. The format is defined in

e AppResult is used to check X
previous testing results. Fig.3
[ cmdl | cmd2 | para | type | len | data]]|

Fig.3 Command Format

e cmdZ destination ID

e cmd2 source ID

e para  parameters,
command id

such as

e type integer, byte, string
e len: size of data arraglata]]

e data[]: data array



There are two different image formats being used
in this test bed,PCT and RAS They have
different file header format representing their
features, for example, image size. TRET file,

in NIST CD-ROM, is compressed.

Java itself does not support those image formats,
therefore, we first decompress the image files on
the test bed server, get the image size from the
file header. Then the file header of each image
file is removed, only the pixel data and image
size will be transmitted over network. The
original image can be build from this raw pixel
data by usingMemorylmageSourcelass in Java.
The result from the alignment program includes
a sequence of x offset, y offset and angle value,

by which the image animation is built in the
alignment process. We have another thread
which keep calling the animation code to build
different frame of images in order to achieve the
animation effect.

While the program renders one image on the
screen, it can build the next image in an off-
screen buffer. When it is time for that next image
to be displayed, it can be placed on the screen
smoothly, the fading or chunking of the image
will be hidden from us. In this way, the flicker is
reduced tremendously. Fig.4 is a snapshot of the
alignment modules in the test bed client.
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4. Development of the Test Bed Server
When user interacts with test bed client, requests
will be sent to the test bed server to complete
specific jobs. Test bed server works as a middle
ware for the test bed client to access fingerprint
database server.
The test bed server have the following functions:
e provides services for many clients
simultaneously.

o E

A Snapshot of Alignment on test bed client

e be able to pass parameters from the test
bed client to the FIC engine and collect
results when processing finished. The
collected results will be sent back to
client.

e The test bed server communicates with
test bed client and fingerprint database
server using TCP connection.



The test bed server is designed to be a multi-

threaded application and each server thread is

composed of five subsystems. The structure of
test bed server is shown in Fig.5

FileServer
Preproserver ,
P ProfileServer
v\ /
fMulu'ServerThread
DBM Server NNTServer
Fig.5 Test Bed Server Design
e The server thread provides a o ProgdfileServeris used to store testing
communication framework for all its results and check previous experiments.
components. The test bed is implemented as a Java

e FileServeris used to access local file
system on the server and decompress
fingerprint image data. It returns
decompressed bit map image data to the
client, then client can browse the
fingerprint image on the workstation.

e PreproSrever is responsible for the
preprocessing stage, including image
enhancement, ROl extraction and
alignment. The enhanced fingerprint
image and ROI will be shown to the
user, and temporary results are saved on
the test bed server in order to provide
inputs for the next step. A sequence of
offset x, y and degree of rotation will be
generated after alignment, this data will
help the client animate how genetic
algorithm performs for alignment.

o DBMServer takes care of the
communication with database server.
when test bed server received a
command from client to access finger
print image database server,
DBMServer will make a TCP
connection with the database server and
exchange information.

e NNTServer pass parameters to the
neural network based decision-making
stage.

application, but programs in the FIC engine is
written in C and C++. So Java Native Interface
(INI) is used to access the native code of C and
C++. The use of JNI makes this software more
efficient than pure Java code.

5. Development of the Fingerprint

Image Database

The fingerprint image database holds the data
fles and the corresponding properties for
specific fingerprint. Searching for the desired
fingerprint can be performed from the selected
test samples, the corresponding data of each
fingerprint image will be transferred from
fingerprint image database to the test bed server
for further processing.

In this tier, the following functions should be
included:

e In order to browse test samples, we
should be able to search the whole
database to find the desired fingerprint
image based on different attributes,
such as classifications (Loop, Whirl and
etc.), sex, rolling and finger.

e The fingerprint image can be
downloaded from the database server to
the test bed server, where the actual FIC
test performs.



For each image in the NIST fingerprint database, server, then test bed server will establish a
the corresponding attributes are stored in the file  connection to the database server and talk with it.
header, and the only way to know such After the test bed server received the query
information of certain fingerprint is to analyze results, it forwards the information to the client
the file header. It is very time consuming if and waits for other client commands.

searching function is based on the fingerprint Fig.6 is the design structure. The DBMS used in
image files themselves. To solve this problem, a  this research is Microsoft Access. Java Database
relational database system is used. Searching is Connecting (JDBC) and Open Database
performed by DBMS and the fingerprint data Connectivity (ODBC) are used as bridge
files are sitting on the CD-ROM. The query between database server and Access database.
results will be mapped to the data on CD-ROM. JDBC technology is an API that lets you access
The database server uses TCP socket to virtually any tabular data source from the Java
communicate with test bed server. First, client programming language, even in a heterogeneous
sends query for searching database to the test bed environment.

Fingerprint Image Database Server

Test Bed | TCP/IP Network

| *| TCP Socket —
Server ! _—
: DB Server [«——| Flingerprint Image !
! Database(CDROM) |
! JDBC !
| JDBC-ODBC Bridge |
| ODBC |
| MS Access FIngerprint Info. i
3 Database !
Fig.6 Design of Fingerprint Image Database Server

ATTRIBUTE DATATYPE CONSTRAINT

ID Integer (Not Null) Primary Key

Type Integer

Rolling String

Person String

Finger String

Class String

Sex String

Width Integer

Height Integer

Table 1 Fingerprint Table



There is only one table (Table 1), fingerprint, in
the relational database. The attributes in this
table are extracted form the information in NIST
fingerprint database. Fingerprint database server
is implemented as a multi-threaded daemon,
which keeps listening on the network. Whenever
a test bed server connects to the database server,
a new thread will be created to handle this
connection. The database server provides two
services, query and download files. Query is
performed by Access Database. The first step is
to create the table (See Tablel), and a program is
written to extract information from each file
header in the NIST fingerprint database and
automatically build the Access database for the
4000 fingerprint images. Thaath attribute in the
table is used for the system to find the
corresponding data file from the CD-ROM,
mapping between Access Database and
Fingerprint image files on the CD-ROM.

6. Conclusion

In this research we presented a web-based test
bed environment for a FIC system. It provides an
integrated environment in which the testing
process becomes simple and efficient. The
Visualized process of fingerprint image
comparison gives the FIC system developers
more opportunities to evaluate the performance
and effectiveness of the specific algorithm.
Because this environment is totally web-based,
we don't have to touch any other tools to
complete a FIC experiment. The only thing
needed to conduct FIC test is just a Java enabled
web browser. 3-Tiered architecture gives us a
distributed environment, data, user interface and

the FIC system can be set up into different
machines. In this environment, a fast machine
can be use to handle the FIC tasks, a web
browser can be used to control the tests over the
network
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