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Abstract

In this paper we describe an experiment in which in-
consistent results between two tools for testing formal
models (and a third used to determine which of the two
was correct) led us to a more careful look at the way
each tool was being used and a clearer understanding
of the output of the tools. For the experiment, we cre-
ated error-seeded versions of an SCR specification rep-
resenting a real-world personnel access control system.
They were checked using the model checker SPIN and
Lurch, our random testing tool for finite-state models.
In one case a property violation was detected by Lurch,
an incomplete tool, but missed by SPIN, a model check-
ing tool designed for complete verification. We used the
SCR Toolset and the Salsa invariant checker to deter-
mine that the violation detected by Lurch was indeed
present in the specification. We then looked more care-
fully at how we were using SPIN in conjunction with
the SCR Toolset and, eventually, made adjustments so
that SPIN also detected the property violation initially
detected only by Lurch. Once it was clear the tools were
being used correctly and would give consistent results,
we did an experiment to determine how they could be
combined to optimize completeness and efficiency. We
found that combining tools made it possible to verify
the specifications faster and with much less memory in
most cases.

1. Introduction

There are many different tools available for veri-
fying software models. Some have been designed to
find relatively simple errors in very complex models
or even code, e.g., compilers and integrated develop-
ment environments that detect common structural er-
rors. Other tools are capable of finding very complex

errors in simpler abstract models, e.g., model check-
ing tools for automated verification of temporal logic
properties [8,14]. There are also various kinds of hybrid
tools between these two extremes, targeting a range of
different kinds of errors and models at different levels
of complexity [2,10,19]. Different tools restrict in dif-
ferent ways the kinds of errors and models that can be
checked. They may also make different assumptions
about the models and the kinds of results expected by
the user. So it can be difficult to determine in a par-
ticular situation which tool should be used. Also, most
of these tools have various modes and parameters af-
fecting time and memory requirements, what types of
errors can be detected, and what types of input models
are acceptable. Even for a single tool, different config-
urations may reflect very different assumptions.

Some software specification and development frame-
works make several complementary verification ap-
proaches available [9,11,12]. We have been working
with one such framework, the SCR, (Software Cost Re-
duction) Toolset [12], which can be used to automati-
cally generate and test models using various tools in-
cluding Salsa [6], SPIN [14], SMV [7,15] and TAME [4].
Using the SCR Toolset in combination with these tools,
it is possible to find many different types of faults or to
prove complex correctness properties in specifications
written using the tabular SCR notation.

A typical SCR requirements specification consists
of two parts: an operational part, which describes
how the system operates, and a property-based part,
which describes the properties that the system must
satisfy. The operational part represents the system as
a finite-state machine, in tabular SCR notation, while
the property-based part is made up of first-order logic
formulas representing state or transition (two-state)
invariants which must hold for the system. For an
SCR requirements specification to be correct, proper-
ties must be stated correctly and there must be no
violations of those properties in the operational part



of the specification. The SCR Toolset makes it possi-
ble to automatically detect inconsistencies between the
property-based and operational parts of the specifica-
tion.

We developed a translator to produce Lurch (see [17]
and the description below) versions of SCR specifica-
tions and have been working on combining Lurch with
the SPIN model checker as a demonstration of how dif-
ferent tools can be used together. Our goal is to detect
a wider range of errors in shorter time with less effort
and resource requirements, compared to a single tool
used alone. This is an important addition to provid-
ing alternative verification tools—to understand how
these alternatives can be combined effectively. Eventu-
ally, we hope to learn more general guidelines that users
could apply throughout the software lifecycle, when se-
lecting and combining debugging and verification tools,
but at this point we are focusing on a small set of spe-
cific tools that would be applied early in the lifecycle.

As illustrated by the experiments below, our experi-
ence has been that combining verification tools, in ad-
dition to sometimes improving efficiency, can be very
helpful for understanding the tools. We used Lurch,
our own simple random testing tool for finite-state
models, together with the model checker SPIN, a very
powerful verification tool that can be used in many dif-
ferent ways depending on the needs and assumptions of
the user. The unexpected result, that Lurch’s incom-
plete random simulation detected a property violation
missed by SPIN’s exhaustive search, first led to a close
look at the way in which we were using Lurch. We
then used the SCR Simulator and Salsa tools to vali-
date Lurch’s results, finding that the detected property
violation indeed existed in the specification.

Through experimentation with SPIN’s different
compilation and runtime options, and as we looked
carefully at the SCR Toolset’s Promela translation
(Promela is the input language for SPIN), we learned
more about SCR, the SCR Toolset, and SPIN. Eventu-
ally we were able to modify the SCR-to-Promela trans-
lation so that SPIN detected the violation not detected
previously. While our experimental results very specif-
ically relate to the types of specification languages and
verification tools utilized, we believe there are more
general lessons to be learned by practitioners and re-
searchers who combine different model translators and
verification tools.

After resolving the inconsistency in results between
the tools, we ran an experiment to determine how they
could be combined to minimize time and memory re-
quirements while maintaining completeness. Lurch was
used first, for a limited amount of time; if no property
violations were detected, SPIN was run to fully verify

the correctness of the model. We also tried running
Lurch, then (if no property violations were detected)
SPIN with options set to run a quick but not neces-
sarily complete verification, and then (if still no prop-
erty violations had been detected) SPIN with options
set for complete verification. We found the combina-
tion of tools was somewhat faster and required much
less memory in many cases, compared to running SPIN
alone with options set for complete verification.

This paper is organized as follows. Section 2 de-
scribes the Lurch, SPIN and Salsa tools used in our
experiments in conjunction with the SCR Toolset. The
description of Lurch in section 2.1 is more detailed,
while the descriptions of the better-known SPIN and
Salsa tools provide references to documentation avail-
able elsewhere. Section 2.4 explains how we are using
the SCR Toolset’s Promela translator to produce Lurch
models, and section 2.5 describes the case study and
the SCR specification used in our experiments. Sec-
tion 3 describes the experiments in which we combined
Lurch and SPIN to verify models generated from the
SCR Toolset. Section 3.1 describes the unexpected re-
sult that our random simulation tool Lurch detected
a property violation not detected initially by SPIN.
Section 3.2 explains how a better understanding of
SPIN’s utilization within the SCR Toolset helped us
understand and resolve the problem. In section 3.3 we
present experimental results. Finally, sections 4 and
5 discuss the broader implications of our work, giving
general conclusions and suggestions for future work.

2. Background

In the experiment below Three different verification
tools were used to check a requirements specification
written in SCR: Lurch, our random exploration tool;
Salsa, an invariant checking tool; and SPIN, a complete
model-checking tool.

Lurch is used for random testing and debugging
of finite-state concurrent systems. Its purpose is to
quickly identify errors without requiring much memory,
even for large systems. Salsa is an invariant checker
that uses induction and several decision procedures
to prove whether a given property holds for the sys-
tem. Salsa also can be used to check the complete-
ness and disjointness of SCR specifications. SPIN is a
well known model-checking tool that supports differ-
ent validation and verification techniques (e.g., simu-
lation, exhaustive verification by complete state-based
search, approximate verification by state hashing). In
this study we were interested in the exhaustive veri-
fication provided by SPIN: we used it as a safeguard
against the errors missed by the first two tools. Our



#define FALSE 0

#define TRUE 1

enum { A, B } turn = A;

inta = TRUE, b = TRUE;

void _before() { turn = A; a=b = TRUE; }

%%

ait; - {a=TRUE;}; az;
az; - {turn = B;}; a3;
ag; ('b); - acs;
as3; (turn==A); - acs;
acs; - {a=FALSE;}; ab5;
b1, {b=TRUE;}; b2
b2, - {turn = A;}; b3;
b3; (‘a); - bces;
b3; (turn==B); - bcs;
bcs; - {b =FALSE;}; b5;
ok; acs,bcs; - _fault;

Figure 1. Lurch input model representing
Dekker’s solution to the two-process mutual
exclusion problem (translated from a model
written for the model checker SPIN [13]).

intention was to demonstrate that by using incomplete
verification tools like Lurch and Salsa we can quickly
identify possible errors, reducing the need to perform
complete verification and consequently reducing the
time and memory requirements for verification of soft-
ware models.

2.1. Lurch

In this section we describe Lurch [17], our simula-
tion tool for random testing and debugging models of
finite-state concurrent systems. Although Lurch’s ex-
ploration of the state space is not exhaustive, it can
be used to detect errors in large systems quickly using
much less memory than complete-search alternatives.

Figure 1 shows a simple finite-state model written
for Lurch, translated from a model written for the
model checker SPIN [13]. The model begins with C
code, which may be referred to in the model. The spe-
cial function _before() is called by Lurch internally to
set C variables to their initial values. After the %%
symbol, finite-state machines are listed; each line in
a machine description represents a transition and has
four fields: the current state, input conditions, output
or side effects of the transition, and the next state. In
this model the final line represents a safety property:
the transition from ok to _fault is enabled if the first
two machines are both in their critical sections (acs
and bes) simultaneously.

Lurch works by simulating the execution of the
model, choosing randomly when more than one branch
is possible, until it reaches either the end of a path, an
error, or a user-specified depth limit. This basic simu-
lation cycle is repeated until a user-specified number of
paths have been explored. Lurch checks for deadlocks
(the end of a path at which point one or more machines
in the model are not in a legal end state), violations
of user-specified safety properties, and likely liveness
property violations (for example, a path which remains
in a no-progress cycle until a user-specified number of
cycle repetitions is reached).

We added an early stopping heuristic to Lurch, at-
tempting to take advantage of the “saturation” effect
observed in many experiments [16]: random simula-
tion often finds unique information at first but then
quickly shifts to finding redundant information. Our
saturation-based stopping criterion works in the follow-
ing way: for each path generated, we save hash values
for all unique global states visited and compare the
number of collisions with values from previously ex-
plored paths to the number of new values on the cur-
rent path. When the percentage of new values drops
below a user-defined threshold (default is 0.01 %), the
search is terminated. In our experiments, saturation
is usually achieved quickly. When Lurch is allowed to
run to saturation it almost always produces consistent
results.

Lurch was originally designed to run on asyn-
chronous models in which all individual state machines
run in parallel. The experiments presented in this pa-
per use functionality added later to support models
in which the individual machines “take turns” in a
specified order. This is necessary because the models
in our case study originated from SCR specifications.
These are synchronous models whose components ex-
ecute in dependency order (no circular dependencies
are allowed in SCR). Also, the experiments presented
here use a great deal of C code in the first part of
the model and in the second part minimal “dummy”
state machine descriptions, through which the random
search engine accesses the C code. This made it much
easier to write an automatic translator for the models.
In spite of the fact that we were using Lurch on syn-
chronous models written mostly in C, which is very dif-
ferent from what we had in mind originally for Lurch,
we found Lurch to be a helpful addition to SPIN for
verifying SCR specifications.

2.2. SPIN

The SPIN model checker [14], developed by Holz-
mann and others over the last twenty years, is probably



the most popular freely available verification tool for
software models. SPIN’s input language Promela has
a syntax similar to a high-level programming language.
Various features available with SPIN make it much less
difficult to write input models and specify properties
to be verified. SPIN can be run in several modes with
many different options, representing a great deal of re-
search on strategies to decrease the time and memory
required for verification. Often input models far too
large for verification by SPIN with default settings can
be verified efficiently in a different mode with the right
set of options.

For the experiments presented below, there are a
few important points about how we used SPIN. First,
the input models were automatically generated from
SCR specifications by the SCR Toolset. Verification of
automatically generated models tends to require more
time and memory than verification of models carefully
written by hand, which can be fine-tuned to minimize
resource requirements.

Second, we used the “minimized automaton” com-
pression option available with SPIN. When SPIN (with
default settings, for example) runs out of memory and
quits early, included in the output are instructions for
recompiling the verifier with this compression option
enabled. Compared to other memory-saving options
available with SPIN that preserve completeness, this
“minimized automaton” compression option is usually
the slowest but uses the least memory. Other compres-
sion options that do not preserve completeness, such as
bitstate hashing, may require much less memory but
only provide approximate results.

Third, in Promela it is possible to mark blocks of
the model as deterministic steps. This can greatly im-
prove the efficiency of the verification, but should only
be used when the code marked in this way is in fact
deterministic. As shown by the experiments presented
below, the use of this feature reflects an important as-
sumption that users should understand. When this
feature is used in auto-generated models, although it
may be necessary for efficiency, there is the risk that
some of the behavior in the original specification will be
hidden from SPIN, and if the hidden behavior includes
a property violation, it will not be detected.

2.3. Salsa

The Salsa tool [6] is an invariant checker. It uses
induction to determine if a given state or transition
property holds for the SCR. specification under anal-
ysis. The main idea of the algorithms applied is to
prove that a given state property holds for the initial
state, and that its conjunction with the transition pred-

icate specifying the evolution of the system would still
hold—representing an inductive proof. A similar strat-
egy is used for the transition properties. Salsa employs
a combination of decision procedures (e.g., proposi-
tional logic, the theory of unordered enumerations, and
integer linear arithmetic) based on BDD algorithms to-
gether with a linear constraint solver. Although these
decision problems are NP-complete, Salsa implements
several heuristic optimizations which work very well in
practice.

Salsa’s invariant checking algorithms are sound, but
they are not complete, due to the use of induction. If
Salsa reports that the specification passes a check for
a particular property, the specification definitely does
not violate that property. On the other hand, if Salsa
reports that the specification fails a check for a prop-
erty, it does not necessarily mean that the property is
violated. It is interesting to compare Salsa to Lurch as
complementary tools: Salsa is designed to prove prop-
erties and may not be able to prove them all. On the
other hand, Lurch is designed to detect property viola-
tions and may not be able to find them all. Therefore
Salsa says “pass” or “I don’t know,” while Lurch says
“fail” or “I don’t know.” Complete tools like SPIN say
“pass” or “fail,” but may require much more time and
memory to reach such a conclusion.

It has been demonstrated that Salsa performs better
in disjointness checking than the standard SCR consis-
tency checker included in the SCR Toolset [6]. Our
results were consistent with this observation. Salsa
was able to quickly detect a disjointness error not de-
tectable with the SCR Toolset’s consistency checker.
SPIN could detect this error only after changes de-
scribed below were introduced into the SCR, Toolset’s
automatically generated Promela model.

2.4. SCR to Promela to Lurch Translation

SCR specifications and Lurch models are similar in
some ways, but we found that translating from the
Promela code automatically generated by the SCR
Toolset was much easier than translating directly from
SCR. The Promela generator already solves the two
main challenges for SCR to Lurch translation:

e The dependency order for execution of individual
finite-state machines is not specified directly in the
SCR specification, but must be included explicitly
in the Promela (or Lurch) model.

e SCR allows transitions to be triggered based on
the value of the current and previous state of
the system. Promela (and Lurch) transitions are
based on the current state only, so a copy of the



previous state must be included as part of the cur-
rent state.

The SCR Toolset’s Promela generator lists machines
in dependency order and declares a VAR_NEW and
VAR_OLD for each variable in the system. It is also
easier to translate from Promela to Lurch because
Promela uses the same syntax for macro definitions and
boolean expressions (C syntax). Finally, because the
Promela model is auto-generated, the Lurch translator
does not need to be able to translate arbitrary Promela
code (a much bigger challenge). Instead, the Lurch
translator can count on certain parts of the Promela
model always being written in a specific way, with the
same comments marking the sections every time.

The SCR Toolset’s Promela translator marks many
blocks deterministic, thereby significantly decreasing
the size of the state space and greatly improving the
performance of SPIN. Since a valid SCR specification
must be deterministic, and there are other checks in
the SCR Toolset to warn you when a specification is
not, it should usually be safe to mark portions of the
Promela model as deterministic steps. But it is not
always safe to do so, as we found in the experiments
below. Our Lurch translator ignores the deterministic
step declarations in the Promela model generated by
the SCR Toolset (Lurch has no such feature, nor is it
present in the original SCR specification). Because of
this discrepancy, in one specific case, Lurch was able to
detect a property violation initially missed by SPIN.

2.5. PACS SCR Specification

In the experiments presented below, we used an SCR,
specification for a Personnel Access Control System
(PACS) originally described in a prose requirements
document from the National Security Agency [1]. The
SCR specification had been derived from that docu-
ment as an example to demonstrate how to write a
high quality formal requirements specification.

PACS checks information on magnetic cards and
PIN numbers to limit physical access to a restricted
area to authorized users. To gain access, the user
swipes an ID card containing the user’s name and So-
cial Security Number (SSN) through a card reader.
After using its database of names and SSNs to vali-
date that the user has the required access privileges,
the system instructs the user to enter a four-digit per-
sonal identification number (PIN). If the entered PIN
matches a stored PIN in the system database, PACS
allows the user to enter the restricted area through a
gate. To guide the user through this process, the PACS
includes a single-line display screen. A security officer
monitors and controls the PACS using a console with

a second single-line display screen, an alarm, a reset
button, and a gate override button.

To initiate the validation process, the PACS displays
the message “Insert Card” on the user display and,
upon detecting a card swipe, validates the user name
and SSN. If the card is valid, the PACS displays “En-
ter PIN.” If the card is unreadable or the information
on the card fails to match information in the systems
database, the PACS displays “Retry” for a maximum
of three tries. If after three tries the user’s card is still
invalid or there is no match, the system displays “See
Officer” on both the user display and the officer display
and turns on an alarm (either a sound or light) on the
officer’s console. Before system operation can resume,
the officer must reset the PACS by pushing the reset
button. The user, who also has three tries to enter a
PIN, has a maximum of five seconds to enter each of
the four digits before the PACS displays the “Invalid
PIN” message. If an invalid PIN is entered three times
or the time limit is exceeded, the system displays “See
Officer” on both the user and the officer display. Af-
ter receiving a valid PIN, the PACS unlocks the gate
and instructs the user to “Please Proceed.” After 10
seconds, the system automatically closes the gate and
resets itself for the next user.

To give an idea of the scale of the experiments, the
PACS specification was about 150 lines and included
17 variables, 2 mode classes and 46 transitions in the
function tables. The Promela model generated for the
specification was about 500 lines. For a verification run
on the model SPIN explored 180 million states. With-
out compression verification would have required 6.8
GB, according to statistics output by SPIN. In order
to perform a full verification run we used the minimized
automaton compression option, set for a state vector
of 44 bytes, and had to increase the depth limit for
the search to 3.2 million steps (default is 10,000). This
verification run took about 30 minutes on a 2.5 GHz
desktop machine with 512 MB of memory.

3. PACS Verification Experiment

In order to explore the benefits of combining com-
plementary strategies for verifying formal models, we
used the SCR Toolset, SPIN and Lurch, and the PACS
SCR specification described above. These tools were
chosen because we were already familiar with them and
had access to the PACS specification written in SCR.
Through the SCR Toolset, we also had access to a sim-
ulator, a range of built-in checking features, and trans-
lators to several backend verification tools in addition
to SPIN.
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Figure 2. Sets of error-seeded specifications
for which property violations were detected
by different methods.

3.1. Setup and Unexpected Initial Result

Errors were seeded manually to create 50 modi-
fied versions of the PACS requirements specification.
These seeded errors were not based on expert knowl-
edge of the system. Instead, we used a simple set
of mutations including: switching event operators @T
(triggered when a value becomes true), @F (true when
a value becomes false), and @C (true when a value
changes); we also incremented or decremented numeric
values in specifications. We expect our results would be
similar to larger scale experiments in which the same
kind of mutations would be done automatically. Others
have argued that this approach may more accurately
represent real errors than seeded errors based on expert
knowledge of the correct system [3].

Each error-seeded specification contained one manu-
ally seeded error not detectable by automatic checking
features of the SCR Tool. For example, since syntax
errors or errors involving circular dependencies are de-
tectable by the SCR Tool, these were not used for our
seeded errors. We used the translation tools described
above to create SPIN and Lurch versions of each error-
seeded specification. All error-seeded SCR specifica-
tions resulted in syntactically correct SPIN and Lurch
input models. We then ran SPIN and Lurch on the 50
error-seeded specifications.

Figure 2 is based on the first set of experimental re-
sults.! Since Lurch does not perform a complete search
of the model, it makes sense that there are property
violations detected by SPIN but not by Lurch. SPIN
with default settings runs quickly but runs out of mem-
ory in many cases before finding a property violation

IThis diagram (and the one in figure 3 as well) is only meant
to show the different sets of error-seeded specifications for which
each verification method detected property violations. It is not
meant to show the proportion of specifications in each set. For
example, the majority of error-seeded specifications contained
property violations detectable by all three verification methods
and are represented in figures 2 and 3 by the overlap between all
sets.

or finishing the verification run, so it also makes sense
that there are some property violations detected by
Lurch but not by SPIN with default settings.

When SPIN with default options ran out of memory,
the output from SPIN indicated that the minimized
automaton compression option should be used, with
state vector size to 44 bytes. It was also necessary to
set the depth limit for SPIN’s search of the state space
to 1.8 million in order to get a complete verification
run. The oval marked “SPIN MA” represents SPIN
compiled with these options. The verification run with
these options produced a very unexpected result: al-
though SPIN completed the run, there was still one
specification in which Lurch had detected a violation
but SPIN had not. The property violated in this case
was an assertion that the user’s display and the officer’s
display should always match.

After looking carefully at the Lurch model in which
the error was detected and not finding any obvious
problems, we used the SCR Simulator to check the
error trace provided by Lurch. The SCR Simulator
allows a user to go step by step through an SCR spec-
ification, changing the values of one input variable at
a time. As the inputs are changed, the user observes
the effects on other variables in the system and can
check at each step that none of the specified correct-
ness properties have been violated. Using the simulator
we confirmed that the path to the property violation
detected by Lurch was indeed present in the original
error-seeded SCR specification.

We also used the SCR Toolset to export the spec-
ification to SAL format and check it using the Salsa
invariant checker described above. Because Salsa some-
times fails to prove properties that are actually true of
the input, we ran it on the original correct version of
the SCR specification as well and compared that re-
sult to the output from the error-seeded specification
for which SPIN and Lurch had produced inconsistent
results. For one of the tables in the specification, Salsa
was able to prove that table disjoint in the original
specification but not in the error-seeded version. Look-
ing back at the SCR simulator result, it was clear that
this discrepancy corresponded to the property violation
reported by Lurch.

3.2. Explanation of Unexpected Result

Considering all these results together and looking
carefully at the Promela code generated by the SCR
Toolset, we noticed that many blocks of the code were
marked as deterministic steps using the “d_step” fea-
ture. For a block of Promela representing a disjoint
(i.e., deterministic) SCR table, this is valid. But for
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Figure 3. Sets of error-seeded specifications
for which property violations were detected
by different methods, including SPIN run-
ning on Promela models with d_step markers
taken out.

any block representing a table that is not disjoint,
marking it as a deterministic step has the effect of
hiding some of the behavior of the specification from
SPIN.2

In this particular case one of the tables in the spec-
ification was not disjoint, as was shown by running
Lurch’s trace file through the SCR Simulator. The
same observation was suggested by inconclusive re-
sults from the SCR Toolset’s consistency checker and
by Salsa’s inability to prove disjointness for the error-
seeded specification. Because this table was not dis-
joint, the use of the d_step in the Promela code gener-
ated by the SCR Toolset was not appropriate as it had
hidden some of the behaviors of the SCR specification
from which it was generated. In this case the hidden
behavior included a violation of one of the specified
properties—this was the property violation detected by
Lurch.

After removing the d._step markers from the
Promela, we reran SPIN and it quickly detected the
property violation caused by the non-disjoint table in
the error-seeded SCR specification. We then repeated
the entire experiment with d_step markers removed, to
get a baseline for SPIN doing complete verification of
the entire behavior of the error-seeded SCR specifica-
tions, without assuming disjointness. To do this we
had to increase the depth limit to 3.2 million, although
we kept the minimized automaton compression option
the same. Without the d_step markers SPIN required
about twice as much time and about 30% more mem-
ory.

2Thus is not a bug in the translator, but reflects the assump-
tion that the specification to be translated is disjoint. Users
need to understand this assumption in order to fully understand
the results of SPIN running on a model produced by the SCR
Toolset.

Figure 3 is based on the second round of experimen-
tal results, this time including SPIN runs on the error-
seeded specifications with the d_step markers taken
out. SPIN with default settings runs the fastest but
does not catch all property violations. Lurch uses the
least memory but does not catch all property viola-
tions. SPIN with the minimized automaton compres-
sion algorithm (SPIN MA) and depth limit set to 1.8
million detects many more but not all property viola-
tions. Finally, SPIN with minimized automaton com-
pression, depth limit set to 3.2 million and the d_step
markers taken out detects all property violations.

3.3. Results from Second Round of Exper-
iments

After resolving the issue with the specific error-
seeded specification in which Lurch caught a property
violation not originally detected by SPIN, we repeated
the whole experiment for all 50 error-seeded specifica-
tions, producing the results illustrated by the diagram
in figure 3. We still wanted to achieve the original goal
of this experiment: to learn more about how comple-
mentary tools can be combined to more efficiently de-
bug and/or verify software models. To accomplish this,
we checked the 50 error-seeded specifications using:

e Lurch, run with default options.
e SPIN, run with default options.

e SPIN, run with the minimized automaton option
and depth limit set to 3.2 million, and with d_step
markers removed from the input model.

For 35 of the 50 error-seeded specifications, Lurch
with default settings detected a property violation. Be-
cause of Lurch’s incomplete random search, it is possi-
ble to obtain different results in different runs. Lurch
was therefore run 10 times on each specification, with
default options (including the “saturation” stopping
criterion described above). The maximum time for any
Lurch run was about 15 seconds. For all but two of
the specifications, Lurch’s results were consistent: vi-
olations were found in either all or none of the runs.
We only counted Lurch as detecting violations that it
found in all ten runs.

For 33 of the 50 specifications, SPIN with default
settings was able to detect property violations. As
shown in figure 3, these 33 include some violations not
detected by Lurch. SPIN with the minimized automa-
ton compression option and increased depth limit, and
with d_step markers removed from the input model,
detected property violations in 43 of the 50 specifica-
tions, including all violations detected by Lurch and



SPIN with default options. We assume that for the re-
maining 7 specifications the seeded errors did not cause
violations of any specified properties. All properties
considered in this experiment were simple safety prop-
erties, represented as assertions in the SPIN and Lurch
models.

Based on the results of running Lurch and SPIN
in the two modes on the error-seeded specifications,
we considered the following hypothetical combination
scenario involving Lurch and SPIN: Run Lurch for n
seconds and if no property violations were detected
run SPIN with minimized automaton compression, in-
creased depth limit and d_steps removed, so that a
complete verification could be done. We created a large
spreadsheet with results for the tools, combining them
according to n = 1,2, 3... seconds. Balancing time and
memory (giving % improvement of time values and %
improvement of memory values equal weight), we found
the best performance in our computing environment
was achieved for n equal to 7 seconds. We also con-
sidered a combination of SPIN with these options and
SPIN with just the default options, and found the best
result running SPIN with default options first for 6 sec-
onds.

Finally, we determined that the best three-way com-
bination was to run Lurch for 3 seconds, then if no
property violations were detected to run SPIN with
default options for 6 seconds, and then if no property
violations were detected at that point to run SPIN with
minimized automaton compression, increased depth
limit and d_step markers removed, until a complete
verification was done.

Figure 4 shows at the top a comparison of the time
required for SPIN alone with options set for complete
search, vs. SPIN with those options combined with
Lurch. The average time for SPIN with options set for
complete search (baseline for these experiments) was
76.8 seconds. Combined with Lurch, the average time
was reduced to 45.9 seconds. Note that the average
is skewed by the very time-consuming cases on the far
right of the graph, which is plotted with a logarithmic
scale on the y-axis.

The graph in the middle of figure 4 shows a compar-
ison of the time required for SPIN alone with options
set for complete search vs. SPIN with those options
combined with SPIN running with default options. In
this case, the combination decreased the average time
required from 76.8 to 51.9 seconds.

The graph at the bottom of figure 4 shows a compar-
ison of the time required for SPIN alone with options
set for complete search, vs. Lurch run for 3 seconds,
then SPIN with default options run for 6 seconds, and
then SPIN with options set to run for a complete ver-
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Figure 4. Time (s) used for complete search
alone vs. the 3 combined verification strate-
gies.

ification. Combining all three, the average time de-
creased from 76.8 to 46.3 seconds.

Figure 5 shows the same three comparisons as figure
4, except this time showing memory requirements. The
average memory required by SPIN with options set for
complete search was 117 Mb. Adding Lurch reduced
the average memory from 117 to 25 Mb. Combining
SPIN with default options and SPIN with options set
for complete search reduced the average memory re-
quired from 117 to 45.7 Mb. And the three-way combi-
nation reduced the average memory requirement from
117 Mb to 15.6 Mb.

Having used Salsa to double check the results of
Lurch and SPIN, we thought it might be interesting
to try a combined verification strategy using all three
tools. When Salsa reports that a property is true, it is
definitely true, but a negative result from Salsa is in-
conclusive. So we tried first running error-seeded spec-
ifications through Salsa, then deleting from the model
properties proven correct by Salsa, and then running
Lurch and SPIN to check only the properties Salsa
could not prove.
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We found that adding Salsa in this way as a front
end did not significantly change time requirements for
Lurch or SPIN, but did reduce memory requirements
for SPIN (but not Lurch) by nearly 15% in some cases.
On the other hand, if for a particular specification Salsa
had been able to prove all the properties true, run-
ning Lurch and SPIN would have been unnecessary.
Since the SCR Toolset already provides a translator,
not much effort is involved in adding Salsa as a front
end, assuming that the analyst is familiar with all of
these tools. So in general it would make sense to start
with Salsa and then proceed with debugging and verifi-
cation tools like Lurch and SPIN only if Salsa reported
that some properties could not be proven.

4. Discussion

The idea of combining complementary strategies to
solve problems is not revolutionary, but common sense.
It has been suggested by others in the specific con-
text of automated software testing (e.g., [5]). On the
other hand, it can be difficult to apply formal verifica-
tion, even with automated tools. Developers are un-
derstandably hesitant to devote the time and resources

needed to effectively use a new tool, let alone several
complementary tools together. In our experience with
attempting to combine verification tools, we encoun-
tered several general challenges.

First, it is often difficult to translate a formal model
from one tool’s input language to that of another. This
is not just because of different input syntax, but be-
cause the different algorithms used by the tools are
amenable to different kinds of fine tuning and modeling
tricks. And because of the state space explosion associ-
ated with automated verification, tools are designed so
that users can “tweak” their models in many ways in
order to limit time and memory requirements as much
as possible. The use of Lurch in the experiments pre-
sented above was possible only because of the simi-
larity between Lurch and SPIN’s input languages and
the availability of a translator from SCR to Promela.
In our previous work we attempted to use Lurch as a
front end to the symbolic model checker NuSMV [7]
on specifications originally written in RSML [20]. The
translation from RSML to Lurch was nontrivial and
represented a major challenge [18].

In addition, where researchers have developed user-
friendly environments for applying complex verification
tools assumptions have been made about which set-
tings best fit the needs of a typical user. Even if these
assumptions are documented, a detailed knowledge of
the tool and its input language may be necessary to un-
derstand their significance. In our case, a careful look
at the auto-generated Promela model led to an under-
standing of one of the assumptions built into the SCR
to Promela translator: it was assumed safe to mark
portions of the model as deterministic steps, since any
non-disjoint tables in the SCR specification would have
been caught by the SCR Toolset’s consistency checker.

Finally, as far as we know, very limited literature
exists that would suggest exactly how complementary
tools can be combined most effectively. We attempted
to illustrate with one example model (and its error-
seeded versions) that a combination between random
simulation and model checking can save time and mem-
ory. We expect this would be especially true early on
in the modeling process, when quick detection of errors
(or incorrectly specified properties) is more important
than full verification of correctness. Still, to reach a
helpful general conclusion, we would need to repeat
the experiment with many models in many domains,
using a variety of verification tools.

5. Conclusion

It is hard to make a one-size-fits-all tool for software
debugging and verification. Different tools make dif-



ferent assumptions and target different types of input
models and properties to check for in order to run as
efficiently as possible. An attempt to make one strat-
egy robust, by removing all time- and memory-saving
assumptions, will likely limit it to only the smallest
models. But combining different strategies with com-
plementary goals and assumptions may produce a ro-
bust but still efficient overall strategy.

In this paper we demonstrated how the simple ran-
dom testing tool Lurch and the much more powerful
model checker SPIN could be used together to more
efficiently verify formal models. We found that a strat-
egy combining the tools can in fact save time and mem-
ory. Perhaps more importantly, the process also forced
us to look carefully at exactly how the tools were be-
ing used within the SCR Toolset and in our own ex-
perimental framework. We learned how SPIN could be
used to fully verify our error-seeded SCR specifications,
but only by using Lurch, the SCR Simulator and Salsa
to better understand the specification and the results
produced by SPIN.

We suggest conducting more comprehensive studies
with a wide range of tools on a wide range of mod-
els, considering a wide range of possible error types.
The motivation for this work would be, first, to pro-
vide guidance for effectively combining complementary
strategies; and second, to provide a better understand-
ing of the differences between tools and the assump-
tions involved when a particular tool is used in combi-
nation with others in a general verification framework.
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